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Numbers

3G (third-generation cellular) services,
23,242

40-bit encryption, 219

64-bit encryption, 219

128-bit encryption, 220

802.1x specification, 225-226

802.11 specifications, 20, 190
access point support of multiple,

150-151

obtaining, 301
Power Saving Protocol, 304
preamble, 30

802.11a specification, 15, 18, 21, 32
maximum data speed, 190
and U-NII band, 33

802.11b specification, 15, 17, 21, 32
frequency range, 26, 33

802.11g specification, 6, 15, 21, 32
frequency range, 26, 33
interference handling, 190
for WPA encryption, 223

802.11n specification, 6, 21, 32
adapter support, 46
frequency range, 26, 33
prerelease version, 52
for WPA encryption, 223

802.16 specification, 25

A

AC (alternating current), 13
access control, 224-225
for access points, 215
SSID and, 217
access points, 36, 38, 59-65, 143
access control list size limits, 225
antenna for, 51, 70-71, 158
proximity to, 174

broadband gateways, 63, 63
combining with routers, 184
combining with wired hub, 62, 62-63
configuration commands, 149-152
channel setting, 150
DHCP, 152
LAN IP address field, 149
mode setting, 150-151
passwords, 149
security, 151-152
subnet mask, 149
wireless network ID (SSID),
149-150
configuring, 128-129
through browser, 146-147
connecting AirPort adapters to non-
AirPort, 139-140
connecting to LAN and Internet,
176-177
directional antenna on, 6970
disconnecting from, 85
enhanced-performance, 65
firewalls for, 229-231
installing, 144-152
IP addresses, changing, 215
location and security concerns, 215
multiple, 63-65, 64, 154-155
number needed, 152-155
operating standards, 60
and outdoor antennas, 170-175
passwords, changing, 215
pure wireless LANs, 60-61, 61
restarting to fix crashed network, 299
search for nearby, 92
unprotected private, 208-209
in Windows Vista, connection to,
80-82
in Windows XP, connection to, 78-79
wireless access to wired LAN, 61,
61-62
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ACS wireless, 245

Actiontec access point, configuration
menu screen for, 147

Actiontec PC750, 50

active Ethernet, 59

activity field, in Wi-Fi control
program, 91

ad hoc networks, 39, 39, 197

computer-to-computer link, 205, 206
excluding bogus for network profiles,

206-207, 207
network adapters for, 58
adapter options, in Windows, 102
Adapter Properties window, Advanced
tab, 110, 111
adapters, for cellular broadband wire-
less services, 24

Advanced Encryption System (AES), 152

Aircrack-ng, 224
aircrack-ptw, 222
airlines’ VIP clubs, 202
AirPort adapters (Apple), 52, 94, 134
connecting to non-AirPort access
point, 139-140
AirPort Base Station access point,
128-129
configuring, 137, 137
AirPort Express Assistant, 141, 141
AirPort Extreme (Apple access point),
133, 134, 134
configuration from Windows, 141
installing, 135-136
status lights, 135
AirPort Extreme Card, 134
AirPort ID, for AirPort Utility, 139
AirPort network (Apple)
connecting other Wi-Fi clients to,
140-141
decision to use, 141-142
hex encryption key for, 221
setup, 135-138
hardware install, 135-136
using, 137-138
AirPort Setup Assistant, 128, 135, 136,
136-137
AirPort Status icon, 137
AirPort Status Menu, 135
AirPort Utility, 128, 135, 137,137, 139
vs. Network Properties window,
140-141

airports
scanners and laptop theft, 234
wireless service providers at, 202
AirSnort, 222
alarm devices, on computers, 234
Alltel, 245
coverage map, 246
alternating current (AC), 13
alternating magnetic field, 13
AM (amplitude modulation), 14
amplifiers
bidirectional, 173
outdoor, 173
amplitude modulation (AM), 14
an drivers (Unix), 129
analog signal methods, 14
Android, 258
antennas, 13
for access points, 145, 158
for AirPort Extreme Base Station, 136
aligning for point-to-point link,
187-189
building your own, 191-193
cable to, slack in, 175
characteristics, 67-68, 170-172
choosing, 68-69
directional, 51, 51, 66, 67. See also
directional antennas
external, 65-71
benefits, 65
for broadband data services, 254
vs. internal, 50-51
on PC Card adapters, 48
for performance improvement, 300
gain, 67, 171
and antenna selection, 68
limits on, 36
maximum, 168
omnidirectional antenna, 159
height, 173-174
and maximum signal path,
173-174
internal vs. external, 50-51
interoperability, 51-52
for network adapters, 191-193
omnidirectional, 51, 66, 67, 170
combining with directional
antenna, 70
form factor, 68
gain of, 159
specifications, 171



outdoor, 158-159
and access points, 170-175
installing, 186
weatherproofing for, 68
on PC Card adapters, 48
polarity of, 300
rolling your own, 69
and signal strength, 95
on USB adapters, 48-49
for wireless PC Card adapters, 74
Antheil, George, 16
Apache webserver, for
authentication, 228
aperture angle, for directional antenna,
67,171, 171
Apple
AirPort adapters, 52, 94, 134
AirPort Base Station access point,
128-129
configuring, 137, 137
AirPort Extreme (access point), 133,
134, 134
installing, 135-136
status lights, 135
AirPort Extreme Card, 134
AirPort network, setup, 135-138
AirPort Setup Assistant, 128, 135,
136, 136-137
AirPort software, hex encryption
key for, 221
AirPort Status icon, 137
AirPort Status Menu, 135
AirPort Utility, 128, 135
iPhone, 59, 241, 261
AT&T as service provider, 244
operating system, 261
Apple OS X for iPhones, 258
application layer (OSI), 9
archives, of user groups, searching, 120
ASCII encryption key, or hex, 220-221
association field, in Wi-Fi control
program, 90
AT&T
for broadband services, 244
coverage map, 246
frequency use, 27
for iPhone, 261
Labs, 222
Atheros
chip set, 118, 138
radios, 190

authentication, 225-226
for firewall, 228
MAC layer support for, 31, 224-225
shared, in WEP, 219
authentication server, WPA use of, 223
automatic connection, 82-85
Automatic Updates, 52
Automatic Wireless Configuration, 92
automobiles, broadband wireless from,
251-254
autostart function, removing for con-
trol program, 295

band, 13
bandwidth, shared network demands
for, 178
base stations, 22, 29, 38
to add wireless links to wired LAN, 61
basic service set (BSS), 40
basic service set ID (BSSID), 40, 217
battery in computer
network adapter and, 46
utility displaying level, 128, 128
beam width, for directional antenna, 67
Bell Mobility, 245
Berkeley report on WEP vulnerabilities,
221-222
bidirectional amplifier, 173
bit, 2
BlackBerry, 255
choosing, 257
operating system, 258, 259-260, 260
Bluetooth, 26, 58
Boingo, 198
BreezeCom
PRO.11 family of wireless
products, 190
Workgroup Bridge, 190
bridge routers, 184, 184
broadband
data services, 240-242
advantages over Wi-Fi, 241
choosing network adapter, 247
choosing provider, 244-248
comparing technologies, 242-244
connecting to wireless, 248
costs, 246-247
coverage area, 245-246
data speed, 246
external antennas for, 254
international, 248
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broadband, continued
data services, continued
on multiple computers, 249
network adapters for, 243, 244
providers’ service and support,
247-248
security, 250
troubleshooting connection, 304
VolIP over, 287-289
wireless in vehicles, 251-254
gateways, 63, 63
routers, 38
network connections, 62
broadcast of SSID, 218
broadcast service, 15
broadcast television stations, and wire-
less data options, 204
Broadcom bcm43xx chip set, 138
BroadVoice, 290
browsers, access point configuration
through, 146-147
BSS (basic service set), 40
BSSID (basic service set ID), 40, 217
buildings, wireless link to extend LAN
between, 183
buses
broadband wireless from, 251-254
central tracking system, 22, 23
byte, 2

C

cable, 165, 176
for access point connection to wired
LAN, 157-158
to antenna, slack in, 175
attenuation, 174-175
connectors, power loss from, 175
for network servers, 116
CAM (Constantly Awake Mode), 304
campus networks, 175-176
Canada, broadband data services in, 245
CardBus support, 47-48
carrier sense multiple access/ collision
avoidance (CSMA/CA), 31
cat command, for wireless statistics
display, 126
Caveo Anti-Theft PC Cards, 234
CDMA (code division multiple
access), 242
cellular mobile telephone
companies, 247

cellular mobile wireless services,
23-24, 242
benefits of choosing, 28
generations, 24
cellular telephones, health risks, 305
central business districts, public
Internet access in, 175
channels
changing, 164
configuring for access points, 150
coordinating usage to minimize
interference, 34
frequency for, 34
numbers for access points with over-
lapping coverage areas, 64, 64
setting in Unix, 131
using multiple, 153, 154
in Wi-Fi control program, 90
checksum, 3
chip set in network adapter, identifying,
119, 120
chips, in DSSS data stream, 17
Cisco, 184
city-wide Wi-Fi services, 22, 175
municipal networks, 204—-205
Clarke, Arthur C., 19
Clearwire, 25, 250-251
code division multiple access
(CDMA), 242
cold reboot, 299
community networks, 167
CompactFlash, 46
Wi-Fi adapters on, 257
comp.os.linux.networking newsgroup,
119-120
computer name
setting or changing, 111-113
in Windows, 102-104, 103
Computer Name Changes dialog
box, 113
computer processing, output, 2
computers. See also laptop computers
antenna at, 51
batteries, network adapters and, 46
desktop
expansion cards for, 49-50
Linux and Unix distributions
for, 116
computer-to-computer link, 205, 206
Computrace, 234
conference centers, wireless service
providers at, 202



configuration settings
of adapters, 128-129
changing, 91
for computer connection to AirPort
Base Station, 136, 136-137
and hardware manufacturers, 44
for network connection, 92-93
configuration utility, 54
vs. device driver, 117
Connect VPN to Internet window,
2717, 277
connection to Wi-Fi network
access point in Windows Vista, 80-82
access point in Windows XP, 78-79
AirPort adapters to non-AirPort
access point, 139-140
automatic, 82-85
configuration settings, 92-93
encrypted network, 113
Macintosh clients to other
networks, 138
making, 106-107
troubleshooting, 113-114
Wi-Fi clients to AirPort network,
140-141
connections, access points to LAN and
Internet, 176-177
connectors in cable, power loss
from, 175
Constantly Awake Mode (CAM), 304
continuous aware mode, 31
control layers, 32
Control Panel (Windows Vista)
System, 111
Device Manager, 102
System and Maintenance,
System, 104
Control Panel (Windows XP)
Network Connections, 272
System, 111
Computer Name, 104
Hardware tab, Device Manager
tab, 102
control programs for Wi-Fi adapter,
77-90
for finding Wi-Fi network, 199
for Linux, 121-128
add-on Wi-Fi programs, 123-125
built-in software, 121-123
with other Wi-Fi adapters, 88-90
ProSet/Wireless program (Intel),
86-88, 87, 88

status information, 90-91
switching between, 78, 78
troubleshooting, 295
for Unix, 129-131
Wireless Network Connection utility,
78-86
converting Windows driver, to
Linux, 120
cookies, theft of, 213
costs
of broadband data services, 246-247
for hotel Wi-Fi connection, 203
Covera, 160
coverage pattern, of antennas, 67
coWPALtty, 224
crashed network, troubleshooting, 299
credit card data, compromised, 214
cross-channel interference,
minimizing, 164
CSMA/CA (carrier sense multiple
access/ collision avoidance), 31
curvature of earth, 173
and antennas, 71
CyberAngel, 234
cycles per second, 13

D

D-Link

access point, Wireless Setting screen,
220, 220
DI-524 Wireless Router, 229, 229
DPH-540S VoIP phone, SIP Settings
web screen, 291, 291

VoIP phone, 290
wireless Ethernet adapter, 47

data
cable. See cable
channel, 2
monitoring, 200
rate, in Wi-Fi control program, 90
security protection for, 214-216
security risks for, 213
services, converging with voice, 256
transfer speed, nominal vs. actual, 6
tunnel for VPN, 265

data link layer (OSI), 8
encryption in, 212

data transmission
error checking, 3
finding destination, 4-6
handshaking, 3—4
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data transmission, continued
rate, 30
for DSSS WI-Fi network, 18
factors reducing, 95
in Unix, 130
dbi (decibels over isotropic), 67
default connection, VPN profile for, 282
default gateway, 101
configuring, 108
default profile for VPN, 276-277
default SSID, 218
changing, 214
desktop computers
expansion cards for, 49-50
Linux and Unix distributions for, 116
device drivers, 116-121
checking for new, 53
downloading from company
websites, 57
for Linux, 118-120
locating, 118
for network adapters, 52-54, 98
for non-Apple adapters on
Macintosh, 138-139
for other operating systems, 93-94
purpose of, 116-117, 117
troubleshooting, 294-295
for Unix, 120-121
for USB adapters, 75
for Windows Vista, installing, 52
Device Manager, 294, 294
DHCP (Dynamic Host Configuration
Protocol), 100, 100, 108
AirPort configuration to accept, 139
configuring for access points, 152
and security, 179, 232-233
troubleshooting, 147-148
dictionary attacks, on WPA-TKIP
networks, 224
digital signal methods, 14
dipole, 67
directional antennas, 51, 51, 66, 67
aperture angle for, 171, 171
combining with omnidirectional
antenna, 70
form factor, 68
high-gain, 51
for neighborhood network, 177-179
to reduce interference, 165, 172
where to use, 69-71
directors, 191

direct-sequence spread spectrum
(DSSS), 15, 17-18, 190
signal, 18
disconnecting from access points, 85
dish antenna, coverage angle, 70
diversity system, 158, 300
dmsg command, 295
documentation, 56-57
domain name servers, 148
in Windows, 101-102
Windows client configuration for
AirPort network, 140
downloading device drivers from com-
pany website, 57
drive Properties dialog box, Sharing
tab, 110
“drive-by logins,” 212
DriverLoader, 120
drivers. See device drivers
dropped connections, troubleshooting,
299, 301
DSSS (direct-sequence spread
spectrum), 15, 17-18, 190
signal, 18
dual-purpose adapters, 58-59
Dynamic Host Configuration Protocol
(DHCP), 100, 100, 108
AirPort configuration to accept, 139
configuring for access points, 152
and security, 179, 232-233
troubleshooting, 147-148
dynamic rate shifting, 18

EAP (Extensible Authentication
Protocol), 223
EAP-TLS authentication, 270
EDGE (Enhanced Data GSM
Evolution), 242-244
Palm OS smartphone support for, 260
EDGE/GPRS (Enhanced Data rate for
GSM Evolution/General Packet
Radio Service), 242
Ekahau, Site Survey software, 160
electric field, 13
electric power
for access points, 176
for VoIP telephone, 287
electromagnetic radiation, 13
electronic serial number (ESN), 258
for broadband modem, 250



email, BlackBerry for, 260
email lists, drivers from, 118
emergency calls to 911, VoIP
issues with, 287
enclosures, for outdoor antennas, 170
encrypted networks
connecting to, 113
settings for, 151-152
encryption
field, in Wi-Fi control program, 91
keys
ASCII or hex, 220-221
changing, 215
number of bits in, 219-220
storage and distribution, 215
method
WEP for, 219-222
Wi-Fi protected access (WPA), 56
schemes, tools for cracking, 212
Enhanced Data GSM Evolution
(EDGE), 242-244
Palm OS smartphone support for, 260
Enhanced Data rate for GSM Evolution/
General Packet Radio Service
(EDGE/GPRS), 242
enhanced-performance access points, 65
environment, impact on outdoor
antenna, 170
Ericsson (Sony), 262
error checking, 3
ESN (electronic serial number), 258
for broadband modem, 250
ESS (extended service set), 40
ESSID (extended service set ID),
40, 217
Ethernet cable, 165, 176
for network servers, 116
Ethernet switch, 166
Europe, unlicensed 2.4 GHz spread
spectrum frequency
assignments, 33
Evolution-Data Optimized (EV-DO),
242-244
in Canada, 245
Palm OS smartphone support for, 260
providers, 245
Excel, version for Windows Mobile, 259
expansion cards, for desktop
computers, 49-50
ExpressCard, 48
extended network with VPN, 266-267
extended range access points, 65

extended service set (ESS), 40
extended service set ID (ESSID),
40, 217
Extensible Authentication Protocol
(EAP), 223
external antennas, 67
benefits, 65
for broadband data services, 254
vs. internal, 50-51
on PC Card adapters, 48
for performance improvement, 300
external USB adapters, 36

F

family plans, from broadband
providers, 249
Federal Communications Commission
(FCC), 33,167
Equipment Authorization System
Generic Search form, 120
ID code, 120
registration numbers from, 302
regulations, 168
FHSS (frequency-hopping spread
spectrum), 15, 17, 190
field replaceable unit (FRU), 46
figure eight antennas, 67
file sharing, 216
in Windows, 102, 109
files, protecting while logged into
public network, 216
Find Wireless Networks window, 56
finding networks, troubleshooting
local network, 296
networks in range, 298
public networks, 298
Firefox, to view and change access point
settings, 146
firewalls, 226, 226232
for access points, 179, 229-231
software, 231-232, 236
troubleshooting, 297
for VPN client, 279
when using public hot spot, 199-200
between wireless and wired LAN, 235
firmware, 104
updating, 303
fixed IP addresses, and security,
232-233
Fleeman Anderson & Bird, 191
Flickenger, Rob, antenna built with
Pringles chip can, 192
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floor plan, for site survey, 156-157, 157
FM (frequency modulation), 14
footprint, 245
form factor, of antennas, 67-68
Found New Hardware Wizard, 76-77, 77
frame, 5, 30
France, unlicensed 2.4 GHz spread
spectrum frequency
assignments, 33
“Free Public WiFi,” 205-207, 206
beacon, preventing computer from
sending, 206
as security risk, 197, 198
FreeBSD
configuration programs, 129
device drivers for, 94, 120-121
firewall for, 232
FreeS/WAN, 280
frequency
allocations, 26—-27
of radio current, 13
for wireless, 15
frequency modulation (FM), 14
frequency-hopping spread spectrum
(FHSS), 15, 17, 190
Fresnel zone, 71, 173, 187
FRU (field replaceable unit), 46
Fulton, Darren, antenna elements,
192, 193

G

gain, of antenna, 67, 171
and antenna selection, 68
limits on, 36
maximum, 168
omnidirectional antenna, 159
gateway router, access point
combined with, 166
gateways
broadband, 63, 63
in Windows, 101
Windows client configuration for
AirPort network, 141
gigahertz (GHz), 13
GKrellMwireless, 128
global positioning system (GPS)
device, 200
Global System for Mobile
Communications (GSM), 242
GNOME environment, 127

Google, operating system for
smartphones, 258

GPS (global positioning system)
device, 200

grounding, 159

GSM (Global System for Mobile
Communications), 242

guerilla networking, 208-209

H-Squared, 136
hand off, 217
handheld devices
for connecting to Internet, 256
plug-in adapters for, 37
handshaking, 3—4
Hanley, Steven, 128
height and maximum signal path of
antennas, 173-174
hertz (Hz), 13
Hertz, Heinrich, 13
Hewlett-Packard, touch screen
phone, 261
hex encryption key, or ASCII, 220-221
high-gain directional antennas, 51
high-speed access points, 65
home brew antennas, time require-
ments for building, 191
home networks, 59
SSID for, 214
unprotected access points, 208
host, Windows client configuration for
AirPort network, 140
“host unreachable” conflict, 147
hot spots, 22, 40
directory of, 198
finding, 197-199
firewall when using, 199-200
public, security issues, 196
hotels, public Wi-Fi hot spots in, 203
household appliances, internal network
interfaces in, 37
HTC, touch screen phone, 261
hubs
access point combined with, 166
and gateway addresses, 101
wired, access points combined with,
62, 62-63
HyperGain, 69
HyperLink Technologies, 173, 184, 191



IBSS (independent basic service sets), 39
IEEE (Institute of Electrical and Elec-
tronics Engineers), 20. See also
802.11 specifications
802.16 specification, 25
standards, 301
ifconfig command, 131
independent basic service sets (IBSS), 39
indicator lights, on PC Card adapters, 48
indoor/outdoor use, for antenna, 68
infrastructure networks, 39, 39, 153
input filters, for VPN, 270
installing
access points, 144-152
internal wireless adapter, in laptop
computer, 75
PC Card adapters, 74
point-to-point wireless link, 185-190
USB adapters, 74, 74-75
Institute of Electrical and Electronics
Engineers (IEEE), 20. See also
802.11 specifications
802.16 specification, 25
standards, 301
Intel
ProSet/Wireless program, 86-88, §7,
88, 91
excluding bogus ad hoc
network, 207
Wi-Fi configuration program, 55
Intel Connection Details window, §9
Intel control window, link to Windows
Wireless Network Properties
window, 105
interference, 95, 163—165
directional antenna to reduce, 172
reducing, 34-36, 164, 298
internal antennas
vs. external, 50-51
on PC Card adapters, 48
internal IP addresses, 99
internal network interfaces, 37
internal wireless adapter
disabling, 46
in laptop computers, 37
installing, 75
international broadband data services,
and roaming charges, 248
International Standards Organization
(ISO), Open Systems Inter-
connection (OSI) model, 7-9

International Telecommunications
Union (ITU), 14
Internet
broadband access in vehicles,
251-254
connecting access points to, 176-177
firewall to limit access, 227
Internet connection
with PDAs, 256
troubleshooting, 297
Internet Explorer, 53
version for Windows Mobile, 259
to view and change access point
settings, 146
Internet Protocol (IP), addresses,
99-101
Internet Protocol (TCP/IP) Properties
window, 108, 109
Internet service provider, and shared
network connection, 178
intrusion detection, 201
10Xperts, 139
IP addresses
for access points, changing, 215
automatic assignment, and security,
232-233
converting domain names to, 101
setting for connection, 108
in Windows, 99-101
Windows client configuration for
AirPort network, 140
1P Filter, 232
IP Security (IPsec), 268
client software, 280
VPN client for Unix, 270
iPhone (Apple), 59, 241
AT&T as provider, 244
choosing, 257
IPsec (IP Security), 268
client software, 280
VPN client for Unix, 270
iptables firewall, 232
ISO (International Standards
Organization), Open
Systems Interconnection
(OSI) model, 7-9
ITU (International Telecommunica-
tions Union), 14
iwconfig program, 126
iwpriv program, 127
iwspy program, 127
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J

Japan, unlicensed 2.4 GHz spread spec-
trum frequency assignments, 33
June Fabrics Technology, 259

K

KDE desktop, KWiFi Manager
program for, 124

Kerberos, 215

Kershaw, Mike, 201

key code, from access point owner, 79

kilohertz (KHz), 13

Kismet, 201

KVH TracNet 100 Mobile Internet
Receiver, 253, 253

KWiFi Manager program, 124

Kyocera EV-DO adapter, 253

L

L2TP (Layer Two Tunneling
Protocol), 268
configuring server for clients, 270
Microsoft client for, 276
Lamarr, Hedy, 16
LAN IP address field, configuring for
access points, 149
LANguard, 231
laptop computers
antennas, screen angle and, 300
battery life, troubleshooting, 304
benefits of wireless for, 19
broadband adapter in, 244
built-in Wi-Fi adapters in, 45
internal wireless adapter in, 37,
46-47
installing, 75
Linux and Unix distributions for, 116
MacBook, built-in AirPort Extreme
Card, 134
theft of, 233-235
Layer Two Tunneling Protocol
(L2TP), 268
configuring server for clients, 270
Microsoft client for, 276
legacy products, 98
licensed radio services, 40
lightning
antenna protection from, 159
damage from, 68
line of sight, for antenna, 189

link speed, in Wi-Fi control program, 90
Linksys, Wi-Fi access point, 38
Linux, 115
control program for Wi-Fi adapter,
121-128
device drivers for, 94, 118-120
converting Windows drivers, 120
firewall options, 232
FreeS/WAN, 270
help for, 116
network servers, 116
smartphone operating systems,
258, 262
sniffer tools for, 201
troubleshooting network, 295
Wireless LAN Support website,
119, 119
Linuxant, 120
local VPN, 266-267
LoJack for Laptops, 234
long-range links, 186-187
1spci command, 295
lsusb command, 295

MAC (media access control) address,
8,31
for AirPort Utility, 139
of client, 101
exclusion list option, 225
filtering, 179, 215
MAC authentication, 224-225
MAC field, in Wi-Fi control program, 90
MAC layer, 29, 31-32
Mac OS X, firewall, 200
MacBook laptop computers, built-in
AirPort Extreme Card, 134
Macintosh computers. See also Apple
connecting to other networks, 138
non-Apple adapters with, 138-139
magnetic field, 13
malicious data, preventing injection, 197
manual assignment, of IP addresses, 100
manufacturers
hardware from different, 44
websites for downloads, 104
Markey, HK,, 16
mass transit systems, hot spots on, 203
Maxwell, James Clerk, 13
equations, 13
media access control address. See MAC
(media access control) address



media access control (MAC) layer, 29,
31-32
megahertz (MHz), 13
mesh network, 177
messages, packets to divide, 4
MetaGeek, 188
metal objects, and network
planning, 160
metropolitan area network service, 25
metropolitan Wi-Fi services, 22
Microsoft
L2TP /IPsec client, 276
Network Connection Properties
program, 55
Virtual Private Networking in Windows
2000 white paper, 268
miniSD, Wi-Fi adapters on, 257
mixed networks, advantages of, 165-166
mobile hot spots, 203
mode
configuring for access points,
150-151
in Wi-Fi control program, 90
modems
for broadband, 247. See also network
adapters
tethered, 258
modulation, 20
of AC signal, 14
Morse code, 14
Morse, Samuel F.B., 14
motion detectors, for computer
security, 234
Motorola, Linux-based
smartphones, 262
MS-CHAP authentication, 270
msconfig command, 295
multipath interference, signal loss
from, 158
multiple access points, 154-155
municipal Wi-Fi networks, 204-205

NAT (Network Address Translation),
99, 230
NDISwrapper, 120
NEC, Linux-based smartphones, 262
NeetBSD, device drivers for, 94
neighborhood network, 177-179
security for, 179
unprotected access points in, 212

NetBSD
configuration programs, 129
device drivers for, 120-121
firewall for, 232
NetBSD/i386 Firewall, 232
netcfg, 127
NETGEAR SPH101 Wi-Fi phone,
290, 290
NetStumbler (Network Stumbler), 92,
199, 200-203, 201, 215
SSIDs display in, 218
network adapters, 36-37, 45-58
for ad hoc networks, 58
antennas for, 191-193
for broadband, 243, 244
choosing, 247
built-in Wi-Fi adapters in laptops, 45
changing configuration settings, 91
computer detection of,
troubleshooting, 293-295
cost vs. value, 45
determining manufacturer, 301-302
device drivers for, 52-54, 98, 117
directional antenna on, 70
dual-purpose, 58-59
ease of use, b4
form factor, 46-50
internal, 46-47
for multiple network types, 37
proximity to antenna, 174
reputation, 57-58
Network Address Translation (NAT),
99, 230
Network and Sharing Center window, 82
Network Connection Properties
program, 55
Advanced tab, 86
Network Connections information win-
dow (Windows Vista), 81
network layer (OSI), 8
for VPN, 266
network monitoring programs,
for Wi-Fi, 196, 196
Network Name, for AirPort Utility, 139
Network Properties window
vs. AirPort Utility, 140-141
Connection tab, 85
Network Settings window (Ubuntu
Linux), 122
Network Setup Wizard, 104
Network Stumbler. See NetStumbler
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network type, in Wi-Fi control
program, 91
NetworkManager, 123
networks
building, 39-40
connecting access points to LAN,
176-177
extending, 167-176
legal issues, 167-169
filters, for VPN, 270
moving between, 92-93
neighborhood, 177-179
security protection for, 214-216
service providers, broadband
adapter from, 244
troubleshooting connection, 297
New Connection Wizard (Windows XP),
272-274
NIST Cerberus, 280
noise, 3, 95
Nokia, 262
Internet Tablet series, 262
N95 smartphone, 262
N800 Internet Tablet, 290, 291
touch screen phone, 261
non-Apple adapters, with Macintosh
computers, 138-139
nondirectional antenna. Se¢e omni-
directional antenna
nonionizing radiation, health risks, 305
North America, unlicensed 2.4 GHz
spread spectrum frequency
assignments, 33
Notification Area (Windows Vista), Net-
work Connections icon, 80, 80

0

obstructions, in point-to-point wireless
link, 189-190
octets, 99
OFDM (orthogonal frequency division
multiplexing), 15, 18-19
omnidirectional antenna, 51, 66, 67, 170
combining with directional
antenna, 70
form factor, 68
gain of, 159
specifications, 171
Open Systems Interconnection (OSI)
model, 7-9

OpenBSD
configuration programs, 129
device drivers for, 120-121
firewall for, 232
OpenDNS Tier 2 servers, 102
openSUSE, 116
OpenVPN, 270-271
operating mode, restricting for
network, 155
operating systems
device drivers for different, 117
device drivers for non-Windows,
93-94
for smartphones, 258-262
Apple iPhone, 261
BlackBerry, 259-260
Linux, 262
Palm OS, 260
Symbian, 262
Windows Mobile, 259
OrangeWare
driver, 134
Wireless Driver for Mac, 138-139
orthogonal frequency division multi-
plexing (OFDM), 15, 18-19
outdoor amplifier, 173
outdoor antennas, 158—-159
and access points, 170-175
installing, 186
weatherproofing for, 68
output filters, for VPN, 270
overall quality, in Wi-Fi control
program, 90

P

Packet Filter (PF), 232
packet sniffer, 196
packets, 4

capturing during transmission, 216
Palm OS, 258, 260, 260
Palm Treo 680 smartphone, 260
Palms, 255
Panasonic, 262
parabolic antennas, coverage angle, 70
parabolic reflectors, 170
parallel data transmission, 2
parity bit, 3
passive attacks, WEP vulnerability to, 221
passphrase, 221, 223



passwords
for access points
changing, 215
configuring, 149
risk of capture, 206
patch antennas, 170
pattern, 13
PC-BSD, 116
plug-and-play support for
adapters, 121
PC Cards
for broadband, 243, 247
installing, 74
for laptop network adapter, 45, 47,
47-48
PCI cards, on network adapters, 36
PCMCIA adapters
antennas built in, 170
automatic detection,
troubleshooting, 293-295
for broadband network adapter, 243
PCMCIA sockets, 36
PowerBook with, drivers for, 139
PdaNet, 259
PDAs (personal digital assistants), 59,
255, 256
for connecting to Internet, 256
plug-in adapters for, 37
upgrading, 257
peer-to-peer networks, 39
performance of network
external antennas for, 300
troubleshooting, 298, 300
peripheral devices, drivers for, 117
personal digital assistants (PDAs), 59,
255, 256
for connecting to Internet, 256
plug-in adapters for, 37
upgrading, 257
PF (Packet Filter), 232
PHY preamble, 30
physical layer (OSI), 7-8, 30
physical security for computer, 233-235
pigtail cable, 191
pilot data, 18
ping, 147, 147
pipsec, 280
plain old telephone service (POTS),
285-286
planning wireless network, 144
Plexus, 184

plug-and-play devices, 73
plug-in adapters, for PDAs, 37
plug-in PC Cards, 36
Pocket PCs, 255
PoE (Power over Ethernet) system, 59,
145,176
point-to-multipoint signal, 169, 185
point-to-point radio service, 15
Point-to-Point Tunneling Protocol
(PPTP), 268
point-to-point wireless link, 181, 185
alternatives to, 190
for connecting to single remote
device, 183
for extending LAN, 182-184
installing, 185-190
obstructions and relays, 189-190
purposes, 182
transmitter power for, 169
polarity, of antennas, 300
port numbers, 230
list of assignments, 230
portable computers. Seelaptop
computers
POTS (plain old telephone service),
285-286
power
turning off, 233
Wi-Fi radio transmitter
production by, 172-173
power of transmitter, limits on, 36
Power over Ethernet (PoE) system, 59,
145,176
Power Saving Protocol (PSP), 304
PowerBook, with PCMCIA socket,
drivers for, 139
PowerPoint, version for Windows
Mobile, 259
powersave polling mode, 31
PPTP (Point-to-Point Tunneling
Protocol), 268
Practically Networked website, 57
preamble, 30
preferred networks, 82, 112
changing order, 84
setup
in Windows Vista, 84-85
in Windows XP, 83-84
pre-n network adapters, 21
presentation layer (OSI), 9
Pre-Shared Key (PSK), 151
passphrases, 223
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pre-WiMAX services, 250-251
Pringles potato chips canister, antenna
made from, 69, 192
print sharing, in Windows, 102
PRISM chip sets, drivers for, 139
privacy filter, 200
private access points, unprotected,
208-209
private IP addresses, 99
private networks, 40
private-label adapters, 118, 301
/proc/net/wireless, 126
graphic display of information from,
127-128
Properties window
of wireless adapter, 102
Advanced tab, 103
ProSet/Wireless program (Intel),
86-88, 87, 88, 91
excluding bogus ad hoc network, 207
Proxim, 118
Harmony AP Controller, 225
Outdoor Router, 189
PSK (Pre-Shared Key), 151
passphrases, 223
PSP (Power Saving Protocol), 304
PSTN (public switched telephone
network), 285-286
public access, to wireless network,
235-236
public DNS servers, 102
public name servers, 148
public networks, 40
finding, troubleshooting, 298
protecting files while logged into, 216
VPN through, 283-284
public switched telephone network
(PSTN), 285-286
public Wi-Fi hot spots, 202-203
finding, 197-199
firewall when using, 199-200
“Free Public WiFi,” 205-207, 206
municipal Wi-Fi networks, 204-205
security issues, 196-197

Q

Qtopia, 262

Qualcomm, 243

Qwest, 212
Wireless, 245

radio frequency (RF), 33-36
for wireless, 15
radio line of sight, 173
radio signals, 13-14
improving quality, 65
radio spectrum, 13
RADIUS (Remote Authentication Dial-
In User Service), 151-152, 223
railroads
broadband wireless from, 251-254
hot spots on, 203
Ralink chip sets, drivers for, 139
range expander, 153
RAS (Remote Access Service), 270
RC4 algorithm, 214
rebooting, troubleshooting by, 299
receiver, for radio waves, 13
reflectors, 191
registration number, of electronic
equipment, 302
Rehm, Greg, 193
relays, in point-to-point wireless link,
189-190
Remote Access Service (RAS), 270
Remote Authentication Dial-In
User Service (RADIUS),
151-152, 223
remote monitoring, 128
remote network, VPN for connection
to LAN, 266
repeaters, 189
in point-to-point link, 184
reputation, 57-58
residential gateways, 59
Rev. A signals, 243
Revision B chip sets, 243
RF (radio frequency), 33-36
RF amplifier, 169, 172
Rice University, 222
roaming, 40
international broadband data ser-
vices and, 248
Wi-Fi specification on, 64, 65
Robust Security Network, 225
routers
access point as, and gateway
addresses, 101
broadband, network connections, 62
VPN-enabled, 267
as VPN server, 271
Routing Address, in AirPort, 140
RTS/CTS threshold, in Unix, 131



S

Safari, to view and change access point
settings, 146
safety issues, computer operation while
driving, 254
Samsung, 262
Linux-based smartphones, 262
San Francisco Chronicle, 212
SD, Wi-Fi adapters on, 257
SDIO (Secure Digital Input/Output)
sockets, 46
search, for nearby access points, 92
Secure Digital Input/Output (SDIO)
sockets, 46
security, 56, 211
access control, 224-225
authentication, 225-226

MAC layer support for, 31,
224-225

shared, in WEP, 219

for broadband data services, 250

configuring for access points,
151-152

firewalls, 226, 226-232

for access points, 179, 229-231

software, 231-232

when using public hot spot,
199-200

in wireless network, 227-228

isolating wireless network from
Internet, 228-229

for neighborhood network, 179

physical, 233-235

for public Wi-Fi hot spots, 196-197

sharing network with public, 235-236

turning off DHCP, 232-233

turning off power, 233, 248

types of threats, 213

virtual private network (VPN), 176,
179, 200, 212, 225

Wi-Fi tools, 217-226

Network Name (SSID), 217-219

WEP encryption, 219-222.

See also wired equivalent
privacy (WEP)

WPA encryption, 222-224. See also
Wi-Fi protected access (WPA)
encryption method

wireless network vs. wired, 20
Security Tracking of Office Property
company, 234

Select a Network To Connect To win-
dow (Windows Vista), 81
serial data communication channel, 3
serial numbers, keeping list, 234
servers for VPN, 268-271
Windows server configuration for
wireless, 269-270
Service Set Identification (SSID).
See SSID (Service Set
Identification)
Session Initiation Protocol (SIP), 289
session layer (OSI), 9
share, 102
shared authentication, in WEP, 219
shared network connection, and
Internet service provider, 178
shareware, firewall software as, 231
sharing files and printers, 109, 110, 216
Shmoo Group, 222
short preamble, vs. long, 30
short-range connections, with
Bluetooth, 58
shoulder surfer, 200
Siemens, 262
Signal Level Server and Clients
programs, 128
signals
loss of, from multipath
interference, 158
paths of, 173, 189
choosing, 186
maximum, and antenna height,
173-174
point-to-point, transmitter power
for, 169
quality of
vs. strength, 94-96
troubleshooting, 297
in Wi-Fi control program, 90
ranges of, in Wi-Fi networks, 240
strength of
factors contributing to, 170
testing in site survey, 162
troubleshooting, 297
utility displaying, 128
in Wi-Fi control program, 90
SIP (Session Initiation Protocol), 289
site survey, 156-163
floor plan, 156-157, 157
options, 160
steps to complete, 161-162, 163
Skype account, 287, 288, 290
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smartphones, 256
choosing, 257-263
operating systems, 258—262
Apple iPhone, 261
BlackBerry, 259-260
Linux, 262
Palm OS, 260
Symbian, 262
Windows Mobile, 259
Wi-Fi adapters for, 257
sniffer tools, 92, 200-203
detection of nonbroadcast SSID, 218
to test for network detection, 215
snooping, 200
software
firewall, 231-232, 236
with network adapter, updating,
302-303
for site survey, 160
Solaris, configuration programs, 129
Sony Ericsson, 262
SourceForge.net, 201
Spain, unlicensed 2.4 GHz spread spec-
trum frequency assignments, 33
SparkLAN, 257
spectrum analyzer, 71, 187-188
spread spectrum, 15-17
Sprint, 245, 250-251
coverage map, 245
frequency use, 27
Mobile Broadband control program,
248, 249
SSID (Service Set Identification), 31,
40, 149-150, 217
for AirPort Utility, 139
changing from default, 214
for hot spot connection, 198
for preferred network
identification, 83
preventing display of, 218
in Wi-Fi control program, 91
SSL, 197
selective encryption of website
pages, 213
start-of-frame field, 30
static IP addresses, and security,
232-233
status display programs, 127-128
store and forward system, 4
strong encryption, 220
subcarrier, 18

subnet mask
configuring, 108
for access points, 149
in Windows, 101
Windows client configuration for
AirPort network, 140
surge protector, 145
switching center, 4, 5
Symbian, 257, 258, 262, 262
synchronization field, in preamble, 30
System Properties window, Computer
Name tab, 111, 112
System tray, wireless icons, 106, 106

T

T-Mobile, 198
broadband network, 244
Connection Manager, 198, 199,
241, 242
coverage map, 245
TCP/IP
common port numbers, 231
manually configuring for Windows
client, in AirPort network, 140
technical details, viewing, 85-86
technical support, 56-57
on websites, for drivers, 76
telephone companies, impact on low
power rules, 169
television stations, and wireless data
options, 204
TELUS, 245
Temporal Key Integrity Protocol
(TKIP), 152, 223
testing, 160-163
network security, 215
tethered modem, 258
theft of laptop computers, 233-235.
See also security
“theft of service,” 208-209
ThinkPad laptop computers, 56
Wi-Fi program with, 89, 89
third-generation cellular (3G) services,
23,242
TKIP (Temporal Key Integrity
Protocol), 152, 223
Tools menu (Internet Explorer),
Windows Update, 53, 104
topographical map, 186
tracking software, for computers, 234



TracNet, 253, 253
trains, hot spots on, 203
transmitter
limits on power, 36
maximum power for, 168
preamble added by, 30
for radio waves, 13
transport layer (OSI), 8
trojan, 213
troubleshooting
computer detection of network
adapter, 293-295
connection to broadband
network, 304
connection to VPN, 303
connection to Wi-Fi network,
113-114
connection to wrong network, 296
crashed network, 299
device drivers, 294-295
DHCP, 147-148
dropped connections, 299, 301
finding local network, 296
finding networks in range, 298
finding public network, 298
Internet connection, 297
LAN connection, 297
laptop battery life, 304
Linux networking, 295
PCMCI adapter automatic detection,
293-295
performance of network, 298, 300
by rebooting, 299
signal strength or quality, 297
software with network adapter,
updating, 302-303
USB adapter automatic detection,
293-295
wireless control program, 295
TuxMobil website, 201

u

Ubiquity Networks, 190
Ubuntu Linux, 116
wireless connection setup in,

121-123

Uda, Shintaro, 191

“unable to connect” message, 147

U-NII (unlicensed national informa-
tion infrastructure), 33

uninterruptible power supply, 145
University of California, Berkeley, 221
University of Maryland, 226
Unix
configuration tools, 129-131
control program for Wi-Fi adapter,
121-128
device drivers for, 94, 120-121
firewall options, 232
help for, 116
network servers, 116
sniffer tools for, 201
VPN clients for, 279-280
VPN servers for, 270-271
unlicensed national information
infrastructure (U-NII), 33
unlicensed radio services, 15
unlicensed wireless devices, 168
unprotected private access points,
208-209
URLs, httpsin, 197
US Air Force Space Command, Milstar
Satellite Communications
Systems, 17
USB adapters, 48-49
automatic detection,
troubleshooting, 293-295
for broadband, 243
with built-in antenna, 51
external, 36
installing, 74, 74-75
for laptop network adapter, 45
for Macintosh computers, 138
vs. PCI adapter, 50
USB cable, for phone connection, 24
USB flash drive, for Vonage, 288
user groups, drivers from, 118
user’s manual, 57

v

vehicles, broadband wireless from,
251-254
Verizon, 245
Broadband control program, 248, 249
coverage map, 246
frequency use, 27
vertical aperture angle, 171
VHF channels, close down, 27
video monitors, in-car, 253, 253
View Basic Information About Your
Computer window, 111
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virtual private network (VPN), 176, 179,
200, 212, 225
benefits, 265
bypassing, 283
client software, 272—-280
Microsoft L2TP/IPsec client, 276
for Unix, 279-280
for Windows Vista, 274-276
for Windows XP, 272-274
hardware with built-in support, 271
making connection, in Windows,
276-2177
methods, 268
for remote network connection to
LAN, 266
servers, 268-271
for Unix, 270-271
Windows server configuration for
wireless, 269-270
through public network, 283-284
troubleshooting connection, 303
Windows XP options, 277-279
for wireless network connection to
Internet gateway, 267
wireless network with, 280,
280-284, 281
Virtual Private Network Consortium
(VPNC), 269
voice services, converging with data, 256
voicemail service, 289
VolIP (Voice over Internet Protocol), 286
over Wi-Fi, 289-292
safety issues of phone calls, 287
Vonage, USB flash drive, 288
VPN. See virtual private network (VPN)
VPN Masquerade, 271
VPN to Internet Properties window
Advanced tab, 279
General tab, 278
Networking tab, 278
VPNC (Virtual Private Network
Consortium), 269

w

wardriving, 208-209

warm reboot, 299

warwalking, 208-209

Waveguide antennas, 193

wavemon, 127

WDS (wireless distribution system), 177

weatherproofing, for outdoor
antennas, 68

web browsers, access point configura-
tion through, 146-147
web resources
for broadband company coverage,
245-246
for control programs, 125-126
directories and reviews of VolP, 286
for FCC ID numbers, 302
hot spot directories, 198
for IEEE standards, 301
on international broadband and
roaming charges, 248
web-based authentication server, 228
websites, technical support on, 57
for drivers, 76
WECA (Wireless Ethernet Compatibility
Alliance), 21, 133
WEP. Seewired equivalent privacy (WEP)
WEPCrack, 222
wi drivers (Unix), 129
wiconfig program, 129-131
wicontrol program, 129-131
wide area Wi-Fi networks, 167
Wi-Fi Alliance, 21
Wi-Fi certification
of hardware, 44-45
interoperability, 51-52
Wi-Fi configuration program (Intel), 55
Wi-Fi protected access (WPA) encryp-
tion method, 32, 56, 151-152,
179, 212, 214, 222-224
PSK (Pre-Shared Key)
passphrases, 223
Wi-Fi Radio program window, 124
Wi-Fi systems, 20-22
alternative uses, 167
alternatives to. See broadband, data
services
base stations, 22, 29
benefits, 1
broadband advantages over, 241
drawbacks, 240
free vs. charges, 28
frequency allocations, 26-27
health risks, 305
metropolitan, 22
network protocols, 32
specifications, 29
standards, 15
troubleshooting connections,
113-114
VolIP over, 289-292



Wi-Spy spectrum analyzer, 188, 188
Wilson Electronics, 254
WiMAX (Worldwide Interoperability for
Microwave Access), 25, 242
benefits of choosing, 28
development, 250-251
frequency use, 27
typical network, 25
VolIP over, 287-289
wind loading, and antenna selection, 71
Windows
configuring AirPort Extreme
from, 141
connection to VPN, 276-277
device drivers
converting to Linux, 120
websites for, 76
firewall, 200, 228
Windows Mobile, 257, 258, 259, 259
Windows Network Connection window,
106, 106
Windows Network Connection
Properties window, 105
network list, 112, 198, 198
Windows server, configuration for
wireless VPN, 269-270
Windows Update, 104
Windows Vista
configuring client for VPN, 274-276
device drivers, 98
installing, 52
preferred network setup, 84-85
screens for detecting new
hardware, 77
Windows with wireless
configuration in general, 99-104
adapter options, 102
computer name, 102-104
domain name servers, 101-102
file and print sharing, 102
gateways, 101
IP addresses, 99-101
subnet mask, 101
configuring, 104-113
ideal, 97-98
Windows XP
configuring client for VPN, 272-274
connecting to access point in, 78-79
preferred network setup, 83-84
VPN options, 277-279

wired connection, 4
advantages of, 165
cable for access point connection to,
157-158
vs. wireless, 19
wired equivalent privacy (WEP), 32, 56,
151,179, 212
enabling encryption in Unix, 130, 131
encryption, 219-222
flaws, 214, 221-222
wired hub, access points combined with,
62, 62-63
Wireless Assistant display window, 125
wireless bridge, 304
wireless connection, to VPN, 267, 267
Wireless Connection Manager Prefer-
ences window, 125
wireless distribution system (WDS), 177
Wireless Ethernet Compatibility Alli-
ance (WECA), 21, 133
Wireless Extensions for Linux API,
125-126
wireless fidelity (Wi-Fi), 21
wireless Internet service, choosing,
27-28
Wireless Network Connection Proper-
ties window
General tab, 107-108, 108
for removing bogus ad hoc network
profile, 207
Wireless Network Connection Status
window, 107, 107
Wireless Network Connection utility,
'78-86, 79
Automatic Wireless Configuration, 92
icon in System Tray, 78
network detection, 83
viewing technical details, 85-86
window, 110
Wireless Networks tab, 98
wireless network ID (SSID). See Service
Set Identification (SSID)
wireless networks, 1, 11, 60-61, 61
basics, 12-19
benefits, 19-20
bridges, 183, 183
connecting to broadband, 248
for data, 15-19
data services, 20-27
devices, 36—-40
access points, 38
network adapters, 36-37
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wireless networks, continued
extending, 167-176
legal issues, 167-169
other methods, 190
firewall in, 227-228
isolating from Internet, 228-229
monitoring signals, 222
network interface adapters, 13
planning, 144
sharing with public, 235-236
with VPN, 280, 280-284, 281
wireless service providers, 202
Wireless Settings window (Ubuntu
Linux), 122
Wireless Tools for Linux document, 125
Wireless Tools programs, 125-127
programs based on, 127
Wireshark, 196
wireless channels, 33-34
Wistron, 262
WMWave, 127
Word, version for Windows Mobile, 259
workgroup, 103, 104
changing name, 296
Worldwide Interoperability for Micro-
wave Access. See WIMAX (World-
wide Interoperability for
Microwave Access)

WPA. See Wi-Fi protected access (WPA)
encryption method

wpsantennas.com, 254

wpa-supplicant GUI, WPA client
support in, 123

wrapper framework, 118

X

Xircom CWE1100 adapter, 54
XTool Laptop Tracker, 234
xwipower utility, 128, 128

Y

Yagi, Hidetsugu, 191
Yagi-Uda antenna system, 191
yagis, 170, 191, 192

z

ZoneAlarm, 231
zoning ordinances, and antenna
selection, 71



